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Manual version

Explanation

V1.0

Corresponds to the initial version of device

2]
Page

Purpose

This manual describes the function features of Smart Router, in order to help users,
understand the technique and the use of technique to provide users with technical support.

Master the knowledge as follows prior to using this manual:
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Internet Settings

To establish Internet connection, we have provided 5 (five) options to select from.

1. DHCP

If your Internet Service Provider (ISP) allows you to connect to their network without any
credential, fixed IP or passphrase, then this could be the best option. Just plug-in the router
and the router will obtain an IP, Gateway, DNS Servers etc. from the ISP automatically.

WAN Status

WAN Mode DHCP '
DHCP Mode
Host Name aplombtech-smartrouter
(optional)

MAC Address Clone

Enabled Disable v

APPLY CANCEL
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2. Static IP

Some ISP uses static IP for their clients. In this case, the following information is necessary
to establish a static connection.

1. [P Addres

2. Subnet Mask

3. Gateway

4. Primary and Secondary DNS (Optional)

Contact your ISP for this information. Once obtained, set the WAN Modé¢o Static Mode and
fill out the form accordingly.

WAN Mode Static Mode v
Static Mode
IP Address 192.168.11.100
Subnet Mask 255.255.255.0
Default Gateway 192.168.11.1
Primary DNS Server 192.168.11.1
Secondary DNS Server 192.168.11.1
MAC Address Clone

Enabled Disable v

If the connection parameters are correct, you can find the connection status in Internet
Settings > Status .
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3. PPPoOE

This is another popular authentication system for broadband Internet. The ISP will provide
you a pair of username and password. Change the WAN Modéo PPPoEand then fill-up the
username and password correctly.

There are 3 (three) operation modes for PPPoE.
1. Keep Alive: Connection will stay always ON
2.  On-Demand: The connection will keep alive unless an inactive state is detected

3.  Manual: You will need to connect manually everytime you need to use the internet.

N.B. We suggest you to use the Keep Alive mode.

WAN Mode PPPoE v
PPPoE Mode
User Name pPppoe_user
Password
Verify Password
Operation Mode Keep Alive v

MAC Address Clone

Enabled Disable v

APPLY CANCEL
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4. L2TP

L2TP (Layer 2 Tunneling Protocol) is a tunneling protocol used to support virtual private
networks (VPNs) or as part of the delivery of services by ISPs. This connection option is
similar to PPPoE, which means you will need a pair of username and password along with
the IP address of the L2TP server.

5. PPTP

PPTP has the same connection parameters as L2TP.

6. Mac Cloning

Some ISPs require a fixed MAC address for establishing the Internet connection. You can
use the Mac Clone option in such cases. Enable it from the WAN menu. Press Fill My Mac
to automatically detect the mac address of your computer.

MAC Address Clone

Enabled Enable v

MAC Address F8:B5:68:A0:FF:FF
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Wireless Settings

1. Basic Settings
This menu provides the simplest WiFi settings like SSID, Channel, Broadcast Mode etc.
e WIiFi On/Off: Use this button to turn on/off the radio
e Network Mode: The product supports 3 WiFi modes
- b/g/n mixed: All three channels (b, g, n) of 802.11 standard will be used.
- bonly: Only b channel of 802.11 WiFi mode will be used
- gonly: Only g channel of 802.11 WiFi mode will be used

e Network Name: This is also known as SSID of an wireless network. You will find this
name in your phone's wireless menu. Check the option Hdden if you do not want the
SSID name to appear in any device's WiFi search result.

e AP Isolation: If enabled, peers cannot communicate within themselves over the
network.

e Frequency (Channel): This product supports 11 (eleven) channels ranged from 1 to
11. This option can be set to Automatic when the router will choose the optimized
channel automatically.

g | @ Plot # 641, Road # 03, Block - H, Dhaka-1212, Bangladesh
age



AN

aplombtech

9]
Page

AplombTech BD Limited

Sister concern of SinePulse GmbH, Germany

© +880-1706762995/6 info@aplombtechbd.com ) www.aplombtechbd.com

Basic Wireless Settings

Wireless Network
Network Mode 11b/g/n mixed mode

My Home WiFi
Network Name (SSID)

[l Hidden [ Isolated
Broadcast SSID ® Enable © Disable
AP |solation ) Enable ® Disable
BSSID F8:B5:68:A0:00:4F

AutoSelect

APPLY CANCEL

Frequency (Channel)
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2. Advanced Settings

This menu provides with some advances wireless configuration options like Beacon
Interval, DTIM, RTS Threshold etc.

e Beacon Interval: The beacons are the packets sent by this device to synchronize a
wireless network. Beacon Interval value determines the time interval of the beacons.
You can specify a value between 20-999 milliseconds. The default value is 100.

e DTIM Interval: This value determines the interval of the Delivery Traffic Indication
Message (DTIM). You can specify the value between 1-255 Beacon Intervals. The
default value is 1, which indicates the DTIM Interval is the same as Beacon Interval.

e Fragmentation Threshold: This value is the maximum size determining whether
packets will be fragmented. Setting the Fragmentation Threshold too low may result in
poor network performance since excessive packets. 2346 is the default setting and is
recommended. (This value for the mode of 11N series can not be changed)

e RTS Threshold: Here you can specify the RTS (Request to Send) Threshold. If the
packet is larger than the specified RTS Threshold size, this device will send RTS frames
to a particular receiving station and negotiate the sending of a data frame. The default
value is 2346.

e Short Preamble: This option might improve the router performance as it uses smaller
CRC (Cyclic Redundancy Check) block for communication between the Access Point
and roaming wireless adapters.

e« Enable WMM - WMM function can guarantee the packets with high- priority messages
being transmitted preferentially. It is strongly recommended enabled.

 Enable APSD: APSD setting is basically a power saving mechanism implemented in
the WiFi standards.

N.B. If you are not familiar with the setting items in this page, it's strongly
recommended to keep the provided default values, otherwise may result in
lower wireless network performance.
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Advanced Wireless Settings

Advanced Wireless

BG Protection Mode Auto v

Beacon Interval 100 ms (range 20 - 999, default 100)
DTIM 1 ms (range 1 - 255, default 1)
Fragment Threshold 2346 (range 256 - 2346, default 2346)
RTS Threshold 2347 (range 1 - 2347, default 2347)
Short Preamble @® Enable © Disable

Country Code NONE v

Wi-Fi Multimedia

WMM Capable @® Enable © Disable
APSD Capable ' Enable @ Disable
DLS Capable  Enable ® Disable

APPLY CANCEL
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3. Security Settings

This menu provides wireless security options including the encryption mode, passkey,
access control policy etc.

e  Security Mode: This prosuct supports both WPA and WPA2 wireless security modes
whreas WPA?2 is the latest version to date.

e  WPA Algorithm: There are two modes of wireless security algorithm.

- TKIP: TKIP is actually an older encryption protocol introduced with WPA to
replace the very-insecure WEP encryption at the time. TKIP is actually quite
similar to WEP encryption. TKIP is no longer considered secure, and is now
deprecated.

- AES: AES is a more secure encryption protocol introduced with WPA2. AES isn’t
some creaky standard developed specifically for Wi-Fi networks, either. It's a
serious worldwide encryption standard that’s even been adopted by the US
government.

-  TKIP/AES: You can use both AES and TKIP in this mode so that legacy devices
can be connected to the wireless router and function properly.

e Passphrase: The password or key for the SSID of the router. This string should not be
larger than 32 characters and no special Unicode characters are allowed.

 Key Renewal Interval: Specify the key update interval in seconds. The value can be
either 0 or at least 30. Enter 0 to disable the update.

e Access Policy: Mac addresses can be added to this option to enable/disable access to
the wireless station. Use this option with caution.
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Wireless Security Settings

SSID: APL-0050

Security Mode WPA2-PSK v
WPA2-PSK
WPA Algorithms O TKIP © AES @® TKIP/AES
Pass Phrase New\WiFiPassword
Key Renewal Interval 3600 seconds(0 ~ 4194303)

Access Policy

Policy Disable v

Add a station Mac:

APPLY CANCEL
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4. WPS

WPS stands for Wireless Protected Setup. Using this feature, your phone can be connected
to the router without specifying any passphrase or SSID, rather using a 8-digit number.

To use the WPS feature, go to Wireless Settings > WPSthen Enable the WPS Config
menu. A form like the following will appear.

Wi-Fi Protected Setup

WPS Config

WPS: Enable v

APPLY

WPS PIN Generation

AP PIN: 04858393 -

WPS Progress
WPS mode ® PIN © PBC
PIN ‘ 59275558

APPLY

Now go to your phone's WiFi > Advanced Settings and select WPS Pin Entry . Then your
phone will show a 8-digit PIN. Enter the PIN in WPS Progress > PIN text-box and click

Apply .
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Enter pin 93003087 on your Wi-Fi router. The setup
can take up to two minutes to complete.

9

CANCEL

The phone will connect to the wireless router in a few seconds.

N.B. Turn off the WPS Settings right after you are done connecting your
devices. Otherwise the PIN can be generated through brute force and
unauthorized access could be made to your home network.
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Firewall Settings

1. Content Filtering

In the Webs URL Filter Settings menu you can set filtering based on URL or Keyword.
For example, to block a specific website, you can put the address of any website to block
them.

Content Filter Settings

Webs URL Filter Settings

Current Website URL Filters

No. URL
10 prothomalo.com
20 bdnews24.com

DELETE RESET

Add a URL Filter

URL

ADD RESET
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To block websites based on keywords, use the option in Webs Host Filter Settings
option. For example, adding news will block all websites like bdnews24 banglanews24 etc.
Also adding book will block facebook.com , gitbook.com and wikibook.org

Webs Host Filter Settings

Current Website Host Filters

MNo. Host (Keyword)
10 news
20 book

DELETE RESET

Add a Host (keyword) Filter

Keyword:
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2. Website Filtering

In this menu, a group of websites can be blocked. We have provided some groups already.
The following websites can be blocked via Filtering menu.

e Adult

e Audio
e  Bitcoin
e  Chat

e Dating

e Download
e FileHosting
e Forums

e Games

o Malware

. Press
e Radio
e Shopping

o SocialNetworks

e Sports
e Video
e  Webmail

This option will block all traffics to the targeted website, from both browser and phone
apps.
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Website Filtering

Available Categories

-- Select - v

ELOCK

Currently Blocked Categories

# Category Action

T Aduilt UNBLOCK

2 SocialMetworks

UNBLOCK ALL

UNELOCK
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3. Port Filtering

Port filtering allows you to block or allow TCP/UDP ports to/from specific [P or mac
address. This feature helps you protect sensitive devices and servers from external attacks.
For example, you can block incoming connections to device with IP 192.168.31.122 or with
MAC f8:b5:68:aa:bb:cc. It is also possible to include a range of source and destination ports.
In the following example, all access to FTP, Telnet, SSH and SMTP has been blocked using a
range.

IP/Port Filter Settings
MAC address

Destination IP
Address

192.168.31.122

Source IP Address

Protocol TCP v
gzzgr;ation Port 21 - 25
Source Port Range -

Action Drop v
Comment

The maximum rule count is 32
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4. Port Forwarding

Port Forwarding is a powerful feature where you can create Virtual Servers using any
device inside your local network. Any service can be accessed from WAN if you configure
the rules using the machine's IP, public port, private port etc. For example, the local
management panel can be exposed over the Internet on port 8080.

Virtual server can be used for setting up public services on your LAN. A virtual server is
defined as a service port, and all requests from Internet to this service port will be
redirected to the computer specified by the server IP. Any PC that was used for a virtual
server must have a static or reserved IP address because its IP address may change when
using the DHCP function.

e |IP Address - The IP address of the PC running the service application.

e Public Port - The numbers of External Service Ports. You can enter a service port or a
range of service ports (the format is XXX - YYY, XXX is Start port, YYY is End port).

e Internal Port - The Internal Service Port number of the PC running the service
application. You can leave it blank if the Internal Port is the same as the Service Port,
or enter a specific port number when Service Port is a single one.

e Protocol - The protocol used for this application, either TCP, UDP, or All (all protocols
supported by the Router).

e  Status - The status of this entry, "Enabled" means the virtual server entry is enabled.
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Virtual Server Settings

Virtual Server
Virtual Server Enable r
IP Address 192.168.31.254
Public Port 8080
Private Port 80
Protocol TCP v
Comment Web Panel Expose

The maximum rule count is 32

APPLY RESET
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5. Port Trigger

Some applications require multiple connections, like Internet games, video conferencing,
Internet telephoning and so on. Port Triggering is used for some of these applications that
cannot work with a pure NAT Router.

Once configured, operation is as follows:

e  Alocal host makes an outgoing connection to an external host using a destination port
number defined in the Trigger Port field.

e The Router records this connection, opens the incoming port or ports associated with
this entry in the Port Triggering table, and associates them with the local host.

e  When necessary, the external host will be able to connect to the local host using one of
the ports defined in the Open Port field

Rules

e Trigger Port - The port for outgoing traffic. An outgoing connection using this port
will trigger this rule.

e Trigger Protocol - The protocol used for Trigger Ports, either TCP, UDP, or All (all
protocols supported by the Router).

e Open Port - The port or port range used by the remote system when it responds to the
outgoing request. A response using one of these ports will be forwarded to the PC
which triggered this rule. You can input at most 5 groups of ports (or port sections).

Every group of ports must be separated with ",", for example, 2000-2038, 2046, 2050-
2051, 2085, 3010-3030.
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Port Trigger Settings

Port Trigger
Port Trigger Enable ~
Trigger Port Protocol TCP v
Trigger Port 5000
Incoming Port Protocol TCP v
Incoming Port 8080
Comment Game Server

The maximum rule count is 32

APPLY RESET
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6. System Security

You can configure some critical firewall configuration for the router itself in the System
Security menu.

 Remote Management (via WAN) : Enable this feature to be able to manage the router
settings and other configurations remotely.

e Block Ping from WAN : Enable this feature to block the ping option at WAN port.
e Block Port Scan : Enable this feature to block port scan option.
e Block SYN Flood : Enable this feature to block SYN flood option.

o Stateful Packet Inspection (SPI) Firewall : Enable this feature to get SPI Firewall

option.
System Firewall Settings
Remote Management
Remote Management (via WAN) Enable A
Block Ping from WAN
Block Ping From WAN Enable A
Block Port Scan
Block Port Scan Enable v
Block SYN Flood
Block Syn Flood Enable A
Stateful Packet Inspection (SPI) Firewall
SPI Firewall Enable v
=
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7. DMZ

The DMZ host feature allows one local host to be exposed to the Internet for a special-
purpose service such as Internet gaming or video conferencing. The Router forwards
packets of all services to the DMZ host. Any PC that is set to be DMZ host must have its
DHCP client function disabled and should have a new static IP address assigned to it
because its I[P Address may change when using the DHCP function.

To assign a computer or server to be a DMZ server:
e Select the Enable DMZ menu.

e Enter the IP Address or Mac Address of the local PC that is set to be DMZ host in the
DMZ Host IP Address field.

e  Click the Apply button.

e  You can check Except TCP port 80 option, otherwise you won't be able to access the
router's local management panel to change settings.

DMZ Settings

DMZ Settings

DMZ Settings Enable DMZ v

DMZ IP Address 192.168.31.110

¥ Except TCP port 80
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File Sharing Settings
1. FTP Server

FTP Server can be used to exchange files. It can be configured from this settings page. You
can set different access permissions for the file server. For example, you can only allow
read access to all files thus the connected users cannot create/delete any file or directory.
But they can upload files.

FTP Settings

FTP Server Setup

FTP Server ® Enable = Disable
FTP Server Name AplombTechFTP
Anonymous Login 20 Enable ® Disable
FTP Port 21

Max. Sessions 10

Create Directory i Enable ® Disable
Rename File/Directory 2 Enable ® Disable
Remove File/Directory < Enable ® Disable
Read File ® Enable ' Disable
Write File ) Enable ® Disable
Download Capability ® [Enable ' Disable

Enable ) Disable

@.

Upload Capability

APPLY RESET
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2. Samba Server

SAMBA is a suite of Unix applications that speak the Server Message Block (SMB) protocol.
It helps you access Windows/NT network servers and exchange files and other services.
The router can act as a Samba server if configured correctly. For Samba, not so many fine
tuning is not available like FTP.

SAMBA Settings

SAMBA Server Setup
SAMBA Server ® Enable © Disable
Workgroup AplombTech
NetBIOS Name AplombTechSoC

APPLY CANCEL

3. Disk Management

Note that, you will need to plug in a USB Flash Drive or a SD Card in order to access FTP
and Samba services. In this menu, you can select which directories can be shared using FTP
and Samba services. This product supports the following file systems.

« NTFS
« FAT32

e EXT3/4

e  HFS/HFS+
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Administration Settings
1. Task Schedules

Various tasks can be scheduled on specific time or at specific interval. Say you need to
restart the router every 7 days. This can be done via the Task Schedules menu.

We have added a set of possible tasks.
e  Turn WiFi ON

e Turn WiFi OFF

e  Restart the Router

e  Block Website Group

e  Unblock Website Group

e  Email Client List

e Email Bandwidth Usage Report

For example, the router can turn off the wifi at 07:00 PM and turn it on at 10:00 PM so your
children cannot use the internet between this timespan.
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Task Scheduling

Schedule Tasks

Task Type
Wifi On v

® Every Day O Select Day

# MON ¥ TUE ¢ WED # THU ¢ FRI ¥ SAT ¢ SUN
@® Every Day AT © Repeat AT

Enter Time in 24H Format

Current Scheduled Tasks

# Task Scheduled Time Action

1 Reboot Every day at 03:00 REMOVE
2 Wifi Off Every day at 19:00 REMOVE
3 Wifi On Every day at 22:00 REMOVE

DELETE ALL
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2. System Managment

Administrator Settings

This account and password are required for web panel login. To change account id and
password, simply edit the current text and click apply when editing is done.

System Management

Adminstrator Settings

Account home

Password mysecretpassword

APPLY CANCEL

NTP Settings

For automatic time synchronization enter a valid address of NTP server. To update current
time periodically, enter NTP synchronization value, time will be automatically updated
within NTP Synchronization value * 3600 seconds interval.

NTP Settings
Time Zone (GMT+06:00) Bangladesh v
NTP Server time.google.com

NTP synchronization 24

APPLY CANCEL
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DDNS Settings

The Router offers a Dynamic Domain Name System (DDNS) feature. DDNS lets you assign a
fixed host and domain name to a dynamic Internet IP address. It is useful when you are
hosting your own website, FTP server, or other server behind the Router. Before using this
feature, you need to sign up width DDNS service providers such as www.noip.com. The
Dynamic DNS client service provider will give you a password or key.

Follow these instructions to set up DDNS:
e  Enter the User Name for your DDNS account.
e  Enter the Password for your DDNS account.

e  Enter the DDNS URL provided by the service provider.

DDNS Settings
Dynamic DNS Provider Freedns v Go to register...
Account admin@aplombtechbd.com
Password
DDNS aplrouter.freedns.org

APPLY CANCEL
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3. Settings Backup/Restore

Backup

If backup button is clicked, all of the current settings will be downloaded as a backup file.
Restore

To load a previous settings, restore option can be used. To restore, click on Choose File
button then select the settings file then click Restore to complete the operation.

Load Factory Defaults

To load the default settings click Load Defaults button. The initial settings of the router are:
e  Web Panel Login ID: admin

e  Web Panel Login Password: admin

e Web Panel IP: 192.168.31.254

Settings Management

Backup Settings

Restore Settings

Settings file location Choose File | Mo file chosen

Load Factory Defaults

Load Factory Default
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4. Statistics

The Statistics page shows the network traffic of each interface.

e  Memory - The total number of memory and free memory of the Router.

e Packets - The total number of packets received and transmitted by the Router.

e  Bytes - The total number of bytes received and transmitted by the Router.

Statistics
Memory
Memory total: 55016 kB
Memory left: 14172 kB
WAN/LAN
WAN Rx packets: 0
WAN Rx bytes: 0
WAN Tx packets: 993
WAN Tx bytes: 582798
LAN Rx packets: 43412
LAN Rx bytes: 3208890
LAN Tx packets: 3206
LAN Tx bytes: 14415179
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5. Firmware Upgrade

The firmware can be updated in 2 easy ways.
1. Using built-in OTA Menu

1. Go to Administration > Firmware Updates and click the Ched button under
Upgrade Firmware text.

2. The page will notify you if there is an updated firmware

3. Click the button Upgrade to initiate firmware upgrade operation.

Upgrade Firmware

Firmware Information

Your Version 2018.05.09
Latest Version 2018.05.09
Changes 1. PPPoE, Static Configuration Fix

UPGRADING ... m

1. Using downloaded firmware
1. Go to https://aplombtechbd.com/firmware and obtain the latest firmware.

2.  Go to Administration > Firmware Updates . Find the Upgrade Firmware
Manually field and select the downloaded file.

3. Click the button Upgrade to initiate firmware upgrade operation.’

Do not power off the router while upgrading firmware.

[t might take upto 1 (one) minute for the router to restart, establish Internet
connection and turn on WiFi.

35 | 9 Plot # 641, Road # 03, Block - H, Dhaka-1212, Bangladesh
age




AplombTech BD Limited
C Sister concern of SinePulse GmbH, Germany

aplombtech © +880-1706762995/6 () info@aplombtechbd.com @) www.aplombtechbd.com

Upgrade Firmware

You have the latest firmware!

Firmware Information

Your Version 2018.05.09
Latest Version 2018.05.09
Changes 1. PPPoE, Static Configuration Fix

UPGRADE CHECK

6. Reboot

To restart the router, go to Administration > Reboot and click the Reboot button.

It might take upto 1 (one) minute for the router to restart, establish Internet
connection and turn on WiFi.

Rebooting...

It takes several minutes to reboot the router and the control panel will appear shortly after the boot process is completed.

-/

AplombTech BD Ltd. © 2017
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